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Autopsy es una plataforma digital forense e
Interfaz grafica para The Sleuth Kit y otras
herramientas forenses.

Puede ser utilizado por fuerzas legales,
militares, y analistas corporativos para
Investigar lo ocurrido en una computadora.

Aunque también se le puede utilizar para
recuperar fotos desde una tarjeta de memeria
de una camara digital.

* http://www.sleuthkit.org/autopsy/
* http://www.sleuthkit.org/sleuthkit/



CARACTERISTICAS PARA EL ANALISIS

- Analisis por Cronologia

- Busqueda de Palabras Clave

- Artefactos Web

- Analisis del Registro

- Analisis de Archivos LNK

- Analisis de Correos Electronicos

- EXIF

- Ordenamiento por Tipo de Archivo
- Reproduccion de Medios

- Analisis Robusto de Sistemas de Archivos
- Filtrado por Conjunto de Hashes

- Etiquetas

- Extraccion de Cadenas Unicode

* http://www.sleuthkit.org/autopsy/features.php




ANALISIS DE CRONOLOGIA

ldentificar archivos asociados con periodos
activos de tiempo para enfocarse en su analisis
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* http://www.sleuthkit.org/autopsy/timeline.php



BUSQUEDA DE PALABRAS CLAVE

Autopsy 3 utiliza el poderoso motor para
iIndexacion de texto Apache SOLR.
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* http://lucene.apache.org/solr/
* http://www.sleuthkit.org/autopsy/keyword.php



Autopsy 3 utiliza Apache Tika y otras lib S
para extraer texto de HTML, M$, PDF, y mas.
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* http://tika.apache.org/
* http://www.sleuthkit.org/autopsy/keyword.php



ARTEFACTOS WEB

Extrae informaciéon de Marcadores, Cookies,
Historial, Descargas y Consultas de Busqueda.

& NPS2000 - Autopsy 3.1.0
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* http://www.sleuthkit.org/autopsy/web_artifacts.php



ARTEFACTOS WEB (Cont.) = 10 |

N

Para facilitar la ubicacion de los datos, Ic -As'
resultados de los navegadores son mezclados. .
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* http://www.sleuthkit.org/autopsy/web_artifacts.php



ANALISIS DEL REGISTRO

Se utiliza RegRipper para identificar
dispositivos USB y documentos accedidos.
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* http://regripper.wordpress.com/
* http://www.sleuthkit.org/autopsy/features.php



ANALISIS DEL REGISTRO (Cont,)

RegRipper permite la extraccion de datos
desde los archivos colmena de Windows.
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* http://regripper.wordpress.com/
* http://www.sleuthkit.org/autopsy/features.php



ANALISIS DE ARCHIVOS LNK , )#qiie s
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* http://www.sleuthkit.org/autopsy/features.php



EXIF

Extrae informacion de geolocalizacion yde la
camara desde archivos JPEG.
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-\ Single Literal Keyward Search (0)
] Single Regular Expression Search (0)
1- 2\ URLs (57226)

] 4 IP Addresses (8951)
-~ Phone Mumbers (119)
G-\ Email Addresses (204)
G % Hashset Hits

[ [ E-Mail Messages

Interesting Items

K
(@ Tags

..... Reports

=

66B6ER25d01

43f61799-000a7-... 7666E835d01 66D6E833d01

hsm3proma[1].jp...

Jfima_nps-2009-domexusers.E0 1/vol_val2/Documents and Settings,/domex 1/Local Settings/Application DataMozilla/Firefox /Profiles ngem 72bk. de fault/Cache /SAE35840d0 1

m

Resultt 1 of 1 Result

EXIF Metadata

Date e

ek 2008-08-22 21:28:40

Device

Wodel NIKON D2X

DEVICe  1koN CORPORATION

Make

Source fimg_nps-2009-domexusers.E01/vol_vol2/Documents and Settings/domext/Local

File Path  Settings/Application Data/Mozilla/Firefox/Profiles/ngem72bk default'Cache/SAE35B40d01

m

* http://en.wikipedia.org/wiki/Exchangeable_image file format
* http://www.sleuthkit.org/autopsy/features.php



Ordenar por Tipo de Archivo

Agrupar los archivos por su tipo para encontrar
todas las imagenes o documentos.

{if NPS2008 - Autopsy31.0
File View Tools Window Help

@ Close Case

®
(-
5

- File Types

Images (23589)
Videos (39)

Audio (381)
Archives (146)

" Documents

L HTML (353)
PDF (2)

Plain Text (214)
Rich Text (1)

-, Ewecutable

Recent Files

Final Day (365)
Final Day - 1 {1393)
= Final Day - 2 (8035)
& Final Day - 3 (D)
Final Day - 4 (0)
Final Day - 5 (0)

* Final Day - & (0)

By Deleted Files

B MB File Size

E—]@ Results

=t B extracted Content

Devices Attached (&)
EXIF Metadata (14)
Raw Tool Output (8)
Recent Documents (20)
Web Bookmarks {128)
Web Cookies (318)

enerED

Add Data Source

m

I Generate Report

=R =

|

I

PaiN & - Keyword Lists Qi Keyword Search
Dvectrystng | [EE
Dffice 40 Results
Mame Location Modified Time Change Time Access ﬂ@
 excel.xls Jimg_nps-2009-domexusers, E01fval_volzDocuments and Setbingsfa. .. 2004-08-04 07:00:00 COT  2008-10-20 16:58:34 COT - 2008-10-2 =
 excel4ds Jimg_nps-2009-domexusers, E0 fval _waol2iDacuments and Settings/a. .. 2004-05-04 07:00:00 COT  2008-10-20 16:58:34 COT 2UDB—10—2|E
‘- powerpnt.ppt Jimg_nps-2009-domezxusers, E01 fval _volZiDocuments and Settings/a,.. 2004-08-04 07:00:00 COT - 2008-10-20 16:58:34 COT  2008-10-2—
- winword.doc Jimg_nps-2009-domexusers, E01fvol_volziDocuments and Settings/a, ., 2004-08-04 07:00:00 COT  2008-10-20 16;58;34 COT  2003-10-2
| winword2.doc Jimg_nps-2009-domexusers, E01 fval_volzDocuments and Setbingsfa, .. 2004-08-04 07:00:00 COT  2008-10-20 16:58:34 COT - 2008-10-2
= excel.xls Jimg_nps-2009-domexusers, E01 fval _vwol2iDacuments and Settings/D,., 2004-08-04 07:00:00 COT  2008-10-20 16:35:04 COT - 2008-10-2
- exceld.xls Jimg_nps-2009-domexusers, E01 fvol_volziDocuments and Settings/D,.. 2004-08-04 07:00:00 COT  2008-10-20 16:35:04 COT  2008-10-2
| powerpnt.ppt Jimg_nps-2009-domexusers, E01fvol_volziDocuments and Settings/D,.. 2004-08-04 07:00:00 COT  2008-10-20 16;3%:04 COT  2003-10-2
= winword.doc Jimg_nps-2009-domexusers. E01fval_waolziDocuments and Settings/D... 2004-08-04 07:00000 COT - 2008-10-20 16:35:05 COT - 2008-10-2 il

b

Hex | Strings | Metadata | Results | Text |

Page: 1 of 1 Page Go to Page:

0x000003d0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ~
0x000003e0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

0x000003£0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

0x00000400: 52 00 &F 00 &F 00 74 00 20 00 45 00 €E 00 74 00

0x00000410: 72 00 7% 00 00 00 FF FF FF FF FF FF FF FF FF FF (|
0x00000420: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ...

0x00000430: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . iioioa.-

0x00000440: 16 00 05 00 FF FF FF FF FF FF FF FE Ol 00 00 00 i iiee i

0x00000450: 00 0% 02 00 0OC 00 00 00 CO 00 00 00 00 00 00 4% ... _.... F

0x000004&0: 00 00 OO0 OO0 FF FF FF FF FF FF FF FF 00 B% E& 31 .. ... ... 1

0x00000470: 40 D3 BS 01 02 00 00 00 CO 0% 00 00 FF FF EF FF B e e

0x00000480: 57 00 &F 00 72 00 &4 00 44 00 &F 00 &3 00 75 00 W.o.r.d.D.o.c.u.

0x00000450: €D 00 &5 00 &E 00 74 00 00 00 FF FF 01 00 00 00 me.n.b.o.._.._...

0x000004=20: 24 08 SF 8% 00 00 00 00 FD FF FF FF 00 00 00 00 .. ... ......

0x000004k0: 00 00 OO0 OO0 0O OO0 00 00 00 00 00 00 00 00 00 00 @i

0x000004c0: 12 00 02 01 02 00 00 00 FF FF FF FF FF FF FF FF ... -

* http://www.sleuthkit.org/autopsy/features.php



DETECTAR INCONGRUENCIA EN EXT

Detecta la no coincidencia de la extensi
asignada a un archivo. - 76 R

A

5 {
File View Tools Window Help

; ;
® Close Case I:‘::I Add Data Source [, Generate Report a . @ - Keyword Lists ‘ Qi Keyword Search

lil = Directory Listing E]EJ@
N o) Extension Mismatch Detected 183 Reslts
. - —|—‘
- Table i
i com (39) Thumnbniail
[}~ = RecentFiles Source File Extension MIME Type Data Source
Final Day (355) =" nuskin,wmy Wiy audifx-ms-wma nips-2009-domexusers E01
Final Day - 1(1393) =" mdlib,wmv WY audio/x-ms-wma nps-2009-domexusers E0L
Final Day - 2 (5035) . L .
Final Day - 3(0) ‘=" ipp_utilinc inc ket fhkml nps-2009-domezxusers, E01
Final Day - 4 (0) ‘= copycd.wmy WY audiox-ms-wma nps-2009-domezxusers,E0L
Final Day - 5(0) ‘= search.asp asp ket heml nips-2009-domexusers E0L
“|®| Final Day - 6 (0) '=" query.asp asp ket fhkml nps-2009-domexusers E0L
- Deleted Files —
b S ‘= default.asp asp ket fhkml nps-2009-domexusers E0L
[+ MB File Size
[_]@ Results ‘= MSPUB.PUB pub application/x-msoffice  nps-2009-domexusers, E0L
[_j. Extracted Content ‘= search.asp asp ket bkl nps-2009-domexusers E0L
[ Devices Attached (5) = query.asp asp ket ikl nips-2009-domexusers E01
EXIF Metadata (14) ‘=" ipp_utilinc inc ket fhkml nps-2009-domexusers E0L
- /=" Extension Mismatch Detected (183)
. Raw Tool Output (3) Hex | Strings | Metadata | Results | Text | Media|
¥ Recent Documents (20) g|| Page: 1 of 24 Page & § | GotoPage:
4 Web Bookmarks (128) 000000000 T A6 D9 00 RR 00 %2 CE &C
(@ Web Cookies (318) 0x00000010: 83 08 00 00 00 01 0Z 3% 2§
T Web Hitory (2023) 0x00000020: BZ 75 8E &6 CF 11 A6 D3 00 AR 00 &2 CE &C 2C 00
b Search 0x00000030: 00 00 00 OO0 OO 00 0 00 0F 00 0Z 00 OZ 00 02 00
4 Web Search (10) 0x00000040: 00 00 00 00 00 00 00 00 00 00 CE 75 F& 7B 2D 46
Keyword Hits 0x00000050: D1 11 80 B2 00 &0 97 C3 AZ BZ 26 00 00 00 00 00
5\ Single Literal Keyword Search (0) 0x00000080: 00 00 0Z 00 0L 00 B7 28 00 00 0% 00 B& 78 01 00
i O\ Single Reguiar Expression Search (0) 0x00000070: A1 DC AB BC 47 A9 CF 11 8E E4 00 CO OC 20 53 &5
= AngeRed Her 0x00000080: &8 00 00 00 OO 00 OO0 00 D7 D2 &4 &0 96 74 1F 45
[&]
-\ URLs (57926) ~ | ox00000090: 84 E2 23 FE 1D B2 54 7C  F1 D1 05 00 00 00 00 00
[\ IP Addresses (3951) 0x00000020: 20 F4 D8 C7 25 B3 CO 01 1C 01 00 00 00 00 OO 00
[]___O\ Phone Numbers {119) 0x000000b0: 50 04 27 15 00 00 00 OO0 ED 50 AC 12 00 OO0 00 00
- i Add 0x000000e0: 1C OC 00 00 00 00 00 00 02 00 00 00 38 05 00 00
B\ Email Addresses (2049) ~ |oxoooooodo: 38 05 00 00 D A1 01 00 BS 03 BF 5F 2E A3 CF 11
AOAAARAAR- ST T3 AL SA__AS G4 S3 S5 AT AA AM AA_AA_AA_AM AR

* http://www.garykessler.net/library/file_sigs.html
* http://www.sleuthkit.org/autopsy/




Visualizar videos e imagenes dentro de la
aplicacion, sin requerir un visor externo.

{if NPS2009 - Autopsy 3.1.0
File View Tools Window Help

@ Close Case Add Data Source Generate Report
L

- Data Sources

= &l nps-2009-domexusers.E01

—

=% Views

voll (Unallocated: 0-62)
vol2 (NTFS [ exFAT (0x07): 63-83852299)
vol3 (Unallocated: 83859300-33886079)

= File Types

|

|

|

Images (2333)
Videos (39)
Audio (381)
Archives (146)
Documents

L HTML {353)
W Office (40)
L POF(2)

W Plain Text (214)
W Rich Text {0)
Executable

W .exe (2164)

hdli{11121)
h bat{11)

W .cmd(8)

W .com (34)

-} & RecentFiles

s

i

i

Final Day {365)
Final Day - 1{1333)
Final Day - 2 (5035)
Final Day - 3 (0)
Final Day - 4 (D)
Final Day - 5 (D)

Directory Listing

Audio
= [vable Thumbnail
Mame Location
4 sndrec.wav
4 Beethoven's Symphony Mo, 9 (Scherzo).wma
o

4 sndrec.wav

m

& sndrec.wav

& sndrec.way

& Blip.way

& Testsnd.wav

& IncomingCall.mp3

& PhoneRingInternal.mp3

4 I

Hex | Strings | Metadata | Results | Text| Media

[E=5|E=E

Al > ~ Keyword Lists Qy Keyword Search
ADi=)([8)
381 Results
Modified Time Change Time Acress Tllim.
-

>

I 00:00:28/00:01:33

- fimg_nps-2009-domexusers. E01/vol_vol2/Documents and Settings/All Users/Documents My Music/Sample Music/Mew Stories (Highway Blues), wma

* http://www.sleuthkit.org/autopsy/features.php



VISOR DE MINIATURAS

Muestra las miniaturas de las imagenes para
ayudar a visualizar rapidamente fotografias.

{i& NPS2009 - Autopsy 3.1.0
File View Tools Window Help

(=8 R

® Close Case Add Data Source | [} Generate Repart A @ ~ Keyword Lists Qy Keyword Search
(. Directory Listing E @
o-B Datms Images 2389 Results
= 3 ources -
s - Thumbnai
[ 2} nps-2003-domexusers.E01 e - -
vol1 (Unallocated: 0-62) Page: 6of 12 Pages: i = | GotoPage: Images: 1001-1200 Small Thumbnails |
vol2 (NTFS [ exFAT (0x07): 63-83859299) S
- L) &Extend (5)
- |} 80rphanFiles (0)
~ 4 SUnalloc (3) ‘
[+ | L) Documents and Settings (9)
B | L) MSOCache (3)
- | . Program Files (30) =
E- ()} RECYCLER (4)
G- 11l System Volume Information (5) 10332947, 1PG 10386270, PG PHO1247U.BMP PHO2749L). EMP 10287641, 1PG
E- (1) wINDOWS (139)
----- vol3 (Unallocated: 83859300-83386079) || H-'.q =
E-|[®| Views -. i —
----- & Images (2389) - ———
_____ B Videos (39) fimg_nps-2003-domexusers.ED 1/vol_vol2/Program FilesMicrosoft Office/CLIPART PUBSOCCOR PHO241 2K, PG
----- & Audio (381) 1 || Hex I Strings | Metadata | Results |Text| Media |
----- W Archives (146) 3 ' : -
il Name fimg_nps-2009-domexusers.E01/vol_vol2/Program Files/Microsoft Office/CLIPART/PUBE0COR/PHO2412K.JPG s
(- &, Executable Type File System
[H#- & RecentFiles Size 3541 |=
[y Deleted Files : : |5
. MB File Size File Name Allocation  Allocated
| Results Metadata Allocation  Allocated
e R Modified 2002-07-30 19:44:20 COT il
E1 Devices Attached (B)
[ EXIF Metadata (14) Accessed 2008-10-28 11:47:47 COT
0 i s - | Created 2002-07-30 19:44:20 COT

* http://www.sleuthkit.org/autopsy/features.php



ANALISIS PARA SISTEMAS DE ARCHIVOS

Soporta los Sistemas de Archivos mas
comunes, NTFS, FAT12/16/32, Ext2/3, y otres.

B NPS2009 - Autopsy 3.10
File View Toels Window Help

IEIIEI‘

& Close Casze Add Data Source | [[; Generate Report A > ~ Keyword Lists ‘ Qi Keyword Search
(. Directory Listing @ EJ @
55 Datas fimg_nps-2009-domexusers.E01fvol_vol2 30 Results
= 3 QUrces o —'—‘
D e — | Table i
=5 nps-2009-domexusers.EQ1 il —,
. voll (Unallocated: 0-62 Name Modified Time Change Time Access Time Created Time Size )
U ) s
W vol2 (NTFS [ exFAT (0x07): 63-Esiaeil)] L $Extend 2008-10-20 09:26:07 COT 2008-10-20 09:26:07 COT  2008-10-20 09:26:07 COT  2008-10-20 09:26:07 COT 344 =
- 4y SExtend (5) N e . A P A .
B $ophanries @ L 50 Volume Details [ o-o0-00 00:o0:00 0000-00-00 00:00:00 0000-00-00 00:00:00 i
W s D0-00-00 00:00:00 0000-00-00 00:00:00 0000-00-00 00:00:00 a =
-y SUnalloc (3)
-1l Documents and Settings (3) 1! o G . D8-10-29 22:17:29 COT  2008-10-30 10:56:39 COT  2008-10-20 09:26:07 COT 56
- eneral Volume Information L
fil-|J) MsOCache (3) 1\ Do Da-10-21 14:23:51 COT  2008-10-30 10:56:490 COT  2008-10-20 09:30:07 COT 56
G- | L Program Files (30) = [lims Volume ID: 7 D3-10-28 11:41:14 COT  2008-10-28 11:47:12 COT  2008-10-28 11:40:03 COT 256
[ | J) RECYCLER (4)
) L\ Pro Starting Sector: 63 D8-10-29 22:17:27 COT  2008-10-30 11:3%:90 COT  2008-10-20 09:30:51 COT 168
[ L System Volume Information {5) :
i (1) WINDOWS (139) J\RE Lengthin Sectors: 83859237 D5-10-29 22:38:44 COT  2008-10-29 22:38:94 COT  2008-10-28 11:58:32 COT 600
vol3 (Unallocated: 83859300-83886079) NEE [E-10-20 16:55:22 COT - 2008-10-30 02:35:29 COT  2008-10-20 09:30:07 COT - 56
) Description: NTFS [ exFAT (0x07)
B [®] Views L w D3-10-30 02:96:39 COT  2008-10-30 10:56:39 COT  2008-10-20 09:26:16 COT 56
=2 F Flags: Allocated
2% FileTypes s = oca N5-10-20 09:26:07 COT  200-10-20 09:26:07 COT  2008-10-20 09:26:07 COT 2560 i
Images (2389) T p— | ;
Videos (39) —
Audio (381) — | Hex | 5
Archives (146) Matchef > Extracted Text + |
Documents T
[, Executable RSIR ==
[+ & Recent Files :;:E
-y D.eletfad Files NTFS
[#- MB File Size RCRD(
E—J@ Results Tahoma
&8 Extracted Content ew Doman
Devices Attached (&) Tahoms
[# EXIF Metadata (14) ew Roman
= Extension Mismatch Detected (183) | Tahoma
Serif -

* http://www.sleuthkit.org/autopsy/features.php



FILTRAR POR CONJUNTO DE HASHS

Filtra archivos conocidos buenos utilizando
NSRL (National Software Reference Library).

d NPS2009 - Autopsy 310 [= [ ]=]

File View Tools Window Help

@® Close Case = = Add Data Source | |[jj; Generate Report Ay © - Keywordlists Qpy Keyword Search
& Directory Listing (=
2 - I annn A, 20 boanl Il 30 Results
- Data Sources Hash Set Configuration
B- ,_g} nps-2009-domexusers.E01 —
¢ voll (Unallocated: 0-62) - Created Time Size g

Hash Databases: —
vol2 (NTFS [ exFAT (0x07): 63-83859299) ; 07 COT  2008-10-20 09:26:07 COT - 344 =

L SExtend (5) , 00 0000-00-00 00:00:00 0
|1} $0rphanFiles (0) Hash Set Mame: NSRLFile
00 Oo00-00-00 0o 00:00 0 E
¥ SUnalloc (3) Type: Known
B | L1 Documents and Settings (3) Database Path: \\Ryds'rds245\rds_unified\NSRLFle. tet S o L e
F- | L0 MSOCache (3) Index Path: \\Rydsrds245\ds_unified MSRLFile, tet-md5.idx W0 COT  2008-10-20 093007 COT - 56
[ | L) Program Files (30) Index Status: Indexed 12COT  2008-10-28 11:40:03COT 256
[
i g RECYQR (4 M0 COT  2005-10-20 09351 COT 168
| L0 System Volume Information (5)
a1 WINDOWS (139) A4 cor 2008-10-26 11:58:32.COT 600
----- vol3 (Unallocated: 83859300-83886079) Options - = 29COT  20058-10-20 09:30:07 COT - 56
=5 @ Views 9 COT  2005-10-200%26:16COT 56
B @ File Types Send ingest inbox message for each hit 07 COT  Z006-10-20 0%:26:07 COT 7560
Images (2389) ;
Videos (39)
Audio (381)
Archives (146)
Documents 7
& Executable I |-| Create Database ] [ |- Import Datzbase I
[ & RecentFiles =
-y Deleted Files |-y Delete Database =
[ MB File Size b
| Results B R
B Extracted Content 24 ] ’ e
Devices Attached (6) 0x00000050- OB 00 00 00 00 00 OB 00 7 4B C3 CC BF 32 C3 01 ........ ZE: R
[# EXIF Metadata (14) 0x000000a0: 7A 4B C3 CC BF 32 C3 01 7A 4B C5 CC BF 32 C3 01 sE...2..8E . 2.,
= Extension Mismatch Detected (183) + |ox0o0000BO: 7A 4B €3 CC BF 32 C3 01 00 00 00 00 00 00 0O 0O BB R e
0x000000e0: 00 00 00 00 00 00 00 00 26 00 00 20 00 00 00 00 ........ SO -

* http://www.nsrl.nist.gov
* http://www.sleuthkit.org/autopsy/features.php



FILTRAR POR CONJUNTO DE HASHS (C

N

Etiqueta archivos conocidos malos utiliz \)A\\

e hashs HashKeeper, md5sum, ﬁ%%@‘

File View Tools Window Help

3 2 H
) Close Case I:ﬂ:l Add Data Source [, Generate Report N © - KeynordLists | Qy Keyword Search
|i| S5 Directory Listing EEEJ EJ
: fimg_nps-2009-domexusers.E01fvol_vol2/WINDOWS fsystem32/drivers etc 7 Results|
&= vol2 (NTFS [ exFAT (0x07): 63-83859299) = -
Table | Thumbnail
- [l gExtend (5)
m sorphanFiles (0) | Name Modified Time Change Time Access Time Created Time Size Flags(Dir) Flags(Meta) Mode
m SUnalloc (3) m [current folder]  2008-10-2009:26:56 COT  2008-10-20 09:26:56 COT - 2008-10-30 02:35:30 COT - 2008-10-20 09:26:16 COT - 560 Allocated  Allocated druwcrweray 0
-1} Documents and Settings (5) [l [parent folder]  2008-10-21 10:12:43 COT  2008-10-21 10:12:43 COT  2008-10-30 02:35:30 COT  2008-10-20 09:26:16 COT tllocated  Allocated  drwsrwsrex O
g m M50Cache (3) 2004-05-04 07:00;00 O z o/ 2008-10-30 11:43 7:00; o 73 Allocaked E
[ [;U Program Files (30)
- m RECYCLER (4) _ Imhosts.sam 2004-08-04 07:00:00 COT  2008-10-2009:31:09 COT  2008-10-20 09:26:41 COT  2004-08-04 07:00:00 COT - 3683 Allocated  Allocaked rrwsparwx 0
& [;U System Volume Information (5) _ networks 2004-08-04 07:00:00 COT - 2008-10-20 09:31:09 COT  2008-10-20 09:26:45 COT  2004-08-04 07:00:00 COT - 407 Allocaked  Allocaked rrwrarwy 0
- [;U WINDOWS (139) _ protocol 2004-05-04 07:00:00 COT  2008-10-2009:31:09 COT  2008-10-20 09:26:50 COT  2004-08-04 07:00:00 COT 799 Allocated  Allocated rrwcnacrae O
""" &= vol3 (Unallocated: 83350300-83886079) | | services 2004-D8-04 07:00:00 COT  2008-10-2009:31:09 COT  2008-10-20 09:26:56 COT  2004-08-04 07:00:00 COT 7116 Allocated  Allocated  rewsrwsers 0
B @ Views E -
[ 1, File Types
----- i Images (2339)
----- i Videos (39)
----- L Audio (381)
----- L Archives (146) 7| ™ 2 -
- Documents
[ Executable Hex | Strings | Metadata | Results I Text | Media
(] i .
@16 Recent Fies ||| Metadata Allocation  Allocated il
By Deleted Files
- MB File 5ize Modified 2004-08-04 07:00:00 COT
-[E] Results Accessed 2008-10-30 11:43:42 COT
=B Bxracted Content Created 2004-08-04 07:00:00 COT
Ed Devices Attached (8) rea e
@ EXIF Metadata (14) Changed 2008-10-20 09:31:09 COT
‘& Extension Mismatch Detected (183) MD5 de1cbiebc3086010af115a1100900b01 X
# Raw Tool Output ()
@ Recent Documents (20) Hash Lookup Results  KNOWN
#  web Bookmarks (128) = | Internal ID 34307 "

. |
* http://www.nsrl.nist.gov
* http://www.sleuthkit.org/autopsy/features.php



ETIQUETAS

Etiquetar archivos con nombre varios, como
'marcador' o 'sospechoso’ y anadir comentarios

By NPS2009 - Autopsy 3.1.0 [o|[& | ==
File View Tools Window Help
] Close Case Add Data Source |[Jl;| Generate Report Fy & - Keyword Lists Qy Keyword Search
(. Directory Listing EJ EJ EJ
- . MB , img_nps-2009-domexusers.E01fvol_vol2 WINDOWS system32/config 25 Results
- File Size -
Resuts Table | Thumbnail
E—J E Extracted Content Mame Modified Time Change Time Access Time Created Time Size Flags(Dir) Flags(Meta) Mode@
----- Devices Attached (5) SAM 2005-10-30 11:50031 COT - 2008-10-21 13:39:56 COT - 2008-10-30 11250031 COT - 20058-10-20 09:30:05 COT - 262144 Allocated Allocated [
""" i EXIF Metadata (19) SAM.LOG 2008-10-30 02:50:09 COT  2008-10-30 02:50:09 COT  2008-10-30 02:50:09 COT  Z008-10-20 09:30:05 COT 1024 plocated  Alocated  rrewrx
- = Extension Mismatch Detected (183
" R" 'j:mTO 'z“at i etected (153) SecEventEvt  2004-10-2009:3017 COT  2008-10-2009:31:09 COT  2008-10-20 09,30:17 COT  2008-10-20 03:30:17 COT  £5536  Alocabed  Alocated  rrwer,
----- T Raw Tool Outpu
_____ & Recent Documents (20) SECURITY 2005-10-30 11:50031 COT - 2008-10-29 21:33:59 COT - 2008-10-30 11:50031 COT  2008-10-20 09:30:05 COT 262144 Allocated Allocated FEWEE
..... ' Web Bockmarks (128) SECURITY.LOG 2008 ﬂ&! Create Tag @I 3517 COT  2008-10-20 09:30:05 COT 1024 allocaked Allacated Fr=r-i
----- @ Web Cookies (318) software 2008- 50:31 COT  2005-10-20 09:29:35 COT 18674368 Allocated  Allocated P
""" & WebHitory (2023) softwarelOG 2005 — : 50:24 COT  2008-10-20 09:29:35 COT 1024 plocsked  Alocated  rroxrex| B
..... P web search (10) Tag: Hives -
5 Keyward Hits software.sav 2008- : : 2938 COT  2008-10-20 09:29:38 COT - 659456 Allacated Allocated PR
5. Q, W [ ;
-\ Single Literal Keyword Search (0) SystventEvt oo | Comment [FveSeanty SO3COT  2008-10-2009:30:17 COT 393216 located  Alocated  rrwnow
-+ Single Regular Expression Search (0) system 2008 50031 COT  2008-10-20 02:29:35 COT 4194304 Allocated Allocated FEWITA,
A URLs (57926) system.LOG 2008- : -10- 29 Il d | d -xp=
ystem. oK C | G031 COT  2008-10-20 09:29:35 COT 1024 Allocate Allocake FP=r=3 o
F- A IP Addresses (3951) —— = Rt [ ok ] - :
- "~ Phone Mumbers (119)
-+ Email Addresses (204%) | Hex | Strings I Metadata I Results| Text | | - |
- %  Hashset Hits Matches onpage: - of - Match Page: 1 of 1 Page Extracted Text |
[#- [ E-Mail Messages R L
G- 2 Interesting Items ;ez: |—!
Syb:
9@ Tags emRoothSystem3ziConfigh SECURITY
E' ; Bookmark G) UNENOHNNo error - symbol load deferredPdb read access denied
@ File Tags (3) Cvinfo is corrupt
@ Result Tags (0) _| |Unrecognized pdb formatImage header paged out
El@ Hives (1) " | |DBEGHELF Out of memory
,@ File Tags (1) Error in load symbols
@ Result Tags (0) DBE not found
_____ . Reports : PDB not found
= Unmatched PDB -

* http://www.sleuthkit.org/autopsy/features.php



ARCHIVOS INTERESANTES

El modulo de archivos interesantes per Q

marcar archivos

File View Tools Window Help

por nombres o extensio

|

(7

® Close Case If::l Add Data Source [l Generate Report

A

G ~ Keyword Lists |

Q> Keyword Search

|i| 2>
il & RecentFiles

t-y  Deleted Files

- MB File Size

2-[E] Results

=B Extracted Content

Ed Devices Attached (8)

EXIF Metadata (14)

Extension Mismatch Detected (183)
----- # Raw Tool Qutput (8)

Recent Documents (20)

Web Bookmarks (128)

Web Cookies (318)

Wehb Histary (2023)

----- P Web Search (10)

Keyward Hits

Single Literal Keyword Search (0)
Single Regular Expression Search (1)
URLs (57928)

-4 1P Addresses (3351)

4 Phone Mumbers (119)

. Email Addresses (2049)

Hashset Hits

E-Mail Messages

Interesting Items
-2} BDs (249)
-3 Fotos (756)

Directory Listing El] EJ @
BDs 24 Results|

Source File Category  File Path Modified Time Changed Time Accessed Time

# formhistory .sglite SOLike [img_nps-2009-domexusers E01val_val2/Documents and Settings/a... 2008-10-29 22:28:25 COT  2008-10-29 22:28:28 COT  2008-10-29 22:28:2 &

& permissions. sqlite SLite: limg_nps-2009-domesxusers, E01 fvol_vol2fDocuments and Settings/a... 2008-10-29 22:25:46 COT  2008-10-29 22:25:46 COT  2008-10-29 22:25:4

# cookies. sqlite SOLike Jimg_nps-2009-domexusers E0Lvol_val2/Documents and Settings/a... 2008-10-29 22:41:00 COT  2008-10-29 22:41:00 COT  2008-10-29 22:41:C

# downloads.sqlite S0Like {img_nps-2009-domesxusers E0Lval_vol2fDocuments and Settings/a.., 2008-10-29 22:26:15 COT  2008-10-29 22:26:15 COT  2008-10-29 22:26:1 =

# content-prefs.sglite SOLite Jimg_nps-2009-domexusers E0Lval_val2/Documents and Settings/a... 2008-10-29 22:25:55 COT  2008-10-29 22:25:55 COT  2008-10-29 22:26:0

# urldassifier3.sglite S0Like {img_nps-2009-domexusers EOLvol_vol2/Documents and Settings/d.., 2008-10-29 22:34:49 COT  2008-10-29 22:34:49 COT  2008-10-29 22:34:4

& places.sqlite SLite: limg_nps-2009-domesxusers, E01 fvol_vol2fDocuments and Settings/d,.. 2008-10-29 22:34:43 COT  2008-10-29 22:34:49 COT  2008-10-29 22:34:4

# search.sglite S0Like {img_nps-2009-domexusers EOLvol_vol2/Documents and Settings/d.., 2008-10-21 14:30:13 COT  2008-10-21 14:30:13 COT  2008-10-29 22:34:4

& formhistory.sqlite SLite: limg_nps-2009-domesxusers, E01 fvol_vol2fDocuments and Settings/d,.. 2008-10-29 22:34:45 COT  2008-10-29 22:34:45 COT  2008-10-29 22:34:4

& permissions. sglite SLike lima_nps-2009-domexusers E01 fvol_volziDocuments and Settings/d... 2008-10-21 14:30:10 COT  2008-10-21 14:30:10 COT  2008-10-29 22:34:4

& cookies.sglite SLite: limg_nps-2009-domesxusers, E01 fvol_vol2fDocuments and Settings/d,.. 2008-10-29 22:34:43 COT  2008-10-29 22:34:49 COT  2008-10-29 22:34:4

A rldaocifiar? cdlita

Sl ke

!

5-2009-dame

irnm mne 2000 darmavncare B0 tual wal®iMocormenke snd Sabbinaeid

cuments and Settings/d...

SOnS 1020 0B s T T

2002 10270 OB e T

<

L

-
SO0E_1 020 N2 ER T
v

Strings | Metadata | Results | Text [ 1=z

Page: 1 of 1

Page

& | =

Go to Page:

Seript: | Latin - Basic

S0Lite format 3

TEXT,

endTime INTEGER,

tablemoz_downloadsmoz_downleads

CREATE TABLE moz downloads (id INTEGER PRIMARY EEY, name TEXT,
startTime INTEGER,
INTEGER NOT NULL DEFAULT 0, maxBytes INTEGER NOT NULL DEFAULT -1, mimeType TEXT,

source TEXT,

state INTEGER, referrer TEXT,

target TEXT,
entityIDl TEXT, currBytes

tempPath

Tags
A preferredipplication TEXT, preferredfction INTEEER NOT NULL DEFAULT 0, autoResume INTEGER NOT NULL
- Bookmark (3)
S DEFAULT 0)
- Hives (2)
----- i Reports -
—

* h?tp://WV\AN.sIeuthkit.org/autopsy/features.php




EXTRACCION DE CADENAS UNICQDE

Extrae cadenas desde el espacio sin asignar y

tipos de archivo desconocidos.

& NPS2009 - Autopsy 3.1.0

File View Tools Window Help

= @ ]=]

] Close Case Add Data Source | [}, Generate Report A G - Keyword Lists QG Keyword Search
(. Directory Listing @ EJ EJ
3 Results

=@ Data Sources
B:_J nps-2009-domexusers,E01
- voll (Unallocated: 0-62)

- L) &Extend (5)

-1 L) &0rphanFiles ()

-y SUnalloc (3)

|\ Documents and Settings (3)
L\ MsSOCache (3)

.\ Program Files (30)
RECYCLER (4)

[ B
&

1| WINDOWS (139)
-1 1) ghf _migs (9)

----- L addins (2)

----- || AppPatch (14)

..... I} Conﬁg (2)

----- |\ Connection Wizard (2)
----- J\ Cursors (188)

G- |00 Debug(7)

[~ s Driver Cache (3)
----- ;. ehome (4)

----- J. Fonts (418)

[~ |4 Help (397)

[ | ime (14)

----- Lo inf(1407)

[+ L Installer (38)

URL

- vol2 (NTFS / exFAT (0x07): 63-83859299)

L\ System Volume Information (5)

H
[ L SNtServicePackUninstalls (2877)
b (1 &ntUninstallkB39846 16 (3)

----- || Downloaded Program Files (7)

Advanced Keyword 5earch Configuration

- String Extraction | General

Ingest settings for string extraction from unknown file types {changes effective on next ingest):
Enable UTF16LE and UTF 16BE string extraction

Enable UTF8 text extraction

Enabled scripts (languages):

[ Latin - Basic {English)

[7] Latin - Extended (European)

[7] Arabic (Arabic)

[ Cyrillic (Russian, Bulgarian, Serbian, Moldovan)
[] Hiragana (Japanese)
[ Katakana (Japanese)
[] Hangul {Korean)

[T] Armenian (Armenian)
[] Bengali (Bengali)

[] khmer (Cambodian)
[ Ethiopic (Ethiopic)

["] Georgian (Georgian)
[] Hebrew (Hebrew)

=l

an (Chinese, Japanese, Koreank

»

m

=




ANALISIS DE CORREO ELECTRON

Interpreta mensajes en formato MBOX, @»@ 0

los del cliente Thunderbird.

By atopsy 3.1.C
File View Tools Window Help

AN Z

® Close Case 4: Add Data Source  [f;, Generate Report

A

> ~ Keyword Lists ‘ Qy Keyword Search

€]

[ LogicalFileset1 (1)
[ LogicalFileSet2 (1)
-] LogicalFieset3 (1)
o INBOX (108)
[ = Views
E-[E| Results
=B Extracted Content
Devices Attached (&)
----- @ EXIF Metadata (14)
- 1= Extension Mismatch Detected (183)
----- # Raw Tool Output (8)
----- & Recent Documents (20)
----- ’ Web Bookmarks (128)
----- @ Web Cookies {318)
----- = Web History (2023)
----- @ Web Search (10)
=\ Keyword Hits
Single Literal Keyword Search (0)
Single Regular Expression Search (0)
URLs (57928)
IP Addresses (3951)
Phone Mumbers (113)
Email Addresses (2043)
[ % Hashset Hits
[ E-Mail Messages
28 Default ([Defaut])
‘@l Default (267)
-3¢ Interesting [tems
G- (8] Tags
----- % Reports

PRRERERER

Directory Listing

Default

Table | Thumbnai

Date Received Date Sent
2012-05-23 055525 COT
2012-05-23 050122 20T
2012-05-23 093043 COT
2012-05-23 151045 20T

2012-05-24 02:358:51 COT

2012-05-23 08:58:25 COT
201 2-05-23 0%:01:22 COT
2012-05-23 0930043 COT
2012-05-23 18:10:45 COT
2012-05-24 02:38:51 COT

05-24 07:31:00COT

2012-05-25 07121 COT
2012-05-25 11:17:40 COT 2012-05-25 11:17:40 COT

2012-053-25 0710021 COT

« [ 1

Message (Plaintext)
Hella,Persannellerent je suis restée & Finalz 20 =
Eionjour, Suite 3 la demande toujours renouyvels:=
K, ca me wa, merc Frédéric, Continue & me me
David, Denis, etes wous presents a cette dake?

Eonjour, 1"ai recu les bouchons de M PHARM et M

Bansoir.nas sl d"avoir confirmé (studio et disc. ™
3

| Hex | strings | Metadata| Results | Text [1edia |

Result: 24 of 267 Result
su ° su |e|+|

4

E-Mail To studioenregistrement@enm-villeurbanne fr;

E-Mail From directeurtechnigue@enm-villeurbanne fr;

Date n4-
Received 2012-05-24 07:31:00
Date Sent 2012-05-24 07:31:00

Quelles sont les dispos du studio d"ici a?

Le 23/05/12 12:35, Studio Enregistrement ENMV a &crit :

> Salut,

» le piano du studio sonne vraiment "casserole”, or je dois enregistrer
= un projet de DEM.

= Est-il envisageable de le faire accorder avant mercredi prochain

(3Nmail ah3n ?

_—

* h?tp://en.wikipedia.org/wiki/Mbox
* http://www.sleuthkit.org/autopsy/features.php




ANALISIS DE CORREO ELECTRONICO,(Copt3)

Mbox es un formato de archivo utilizado /para
manejar colecciones de mensajes de correo.

fif» NPS2009 - Autopsy 3.1.0
File View Tools Window Help

& Close Case Add Data Source

&

[ LogicalFileSet1 (1)
] LogicalFileset2 (1)
5[] LogicalFileSet3 (1)
. INBOX {108)
= Views
Results
=@ Extracted Cantent
----- A Devices Attached (8)
----- # EXIF Metadata (14)
- =" Extension Mismatch Detected (183)
----- # Raw Tool Qutput (8)
----- 5 Recent Documents (20)
Web Bookmarks (128)
Web Cookies (318)
- = Web History (2023)
----- P Web Search (10)
= “4  Keyword Hits
3-Q Single Literal Keyword Search (0)
H-A  Single Regular Expression Search (0)
-4 URLs (57926)
. IP Addresses (8951)
H- "% Phone Mumbers (119)
-\ Email Addresses (2049)
f---ﬁ’ Hashset Hits
= 9 E-Mail Messages
-3 Default ([Defaul])
i@ Default (267)
+- 2% Interesting Items
i (& Tags

----- Reports

Generate Report

Directory Listing

fLogicalFileSet3/INBOX
-
Table | Thumbnail

MName
AL e

M | propo1754.pdf
M | propol764.pdf
M | propo1754.pdf
4 | Recrut Loopuyt.pdf
=l repet.odt
4 Repondeur _enm_ste_2012CCIT. wav
M | statuts assoc. pdf
& Telecharger.png
=/ Un_p_tit_air_de_Mozart__ conduite.xls

m

= Un_p_tit_air_de_Mozart___ conduite.xs
M | vendredi ler juin.pdf

4 L[}

Hex | Strings | Metadata Media

Location

B T T W Ty p TR TR TE TR TR P Py aTT)

[LogicalFileSet 3/ TNEC X propol 764, pdf
[LogicalFileset 3/ INBC K prapol 764, pdf
JLogicalFileSet3 TNEDY propol 764, pdf
[LogicalFileSet 3/ TNBO W Recrut Loopuyt,pdf
JLogicalFileSet 3 TMEDY, repet, odt

i

[LogicalFileSet 3/ INBO X Repondeur _enm_ste_2012CCIT.wav

[LogicalFi
[LogicalFileSet 3/ TNBO K stakuts assoc, pdf
[LogicalFileSet 3/ INBO K Telecharger . prig

i

!

JLogicalFileSet3/ TMEDR Un_p_kit_air_de_Mozart__ conduite, xls

JLogicalFileSet 3 TNBO K Un_p_tit_air_de_Mozart___conduite, xls
i

JLogicalFileSet3/ TNBD vendredi 1er juin, pdf

HEssmsgERI G/ ASEEE

et 1 dia 8

'y G - Keyword Lists

Modified Time

L O O o

0000-00-00 00: 0000
0000-00-00 00:00:00
0000-00-00 00:00;00
0000-00-00 00: 0000
0000-00-00 00:00;00
0000-00-00 00: 0000

0000-00-00 00:00:00
0000-00-00 00: 0000
0000-00-00 00:00:00
0000-00-00 00:00;00
0000-00-00 00: 0000
0000-00-00 00:00;00

Change Time

0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00;00;00
0000-00-00 00:00:00
0000-00-00 00;00;00
0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00:00:00
0000-00-00 00;00;00
0000-00-00 00:00:00
0000-00-00 00;00;00

B8 N =

Q Keyword Search

L)

108 Results

Access Time @

(ST NI TE T SWTE PN}
Fs

0000-00-00 000000
0000-00-00 00:00:00
0000-00-00 00, 00,00
0000-00-00 000000
0000-00-00 00, 00,00
0000-00-00 000000

0000-00-00 000000
0000-00-00 00:00:00
0000-00-00 00, 00,00
0000-00-00 000000

m

0000-00-00 00:00:00 .

* http://en.wikipedia.org/wiki/Mbox
* http://www.sleuthkit.org/autopsy/features.php



FORMATOS DE ENTRADA

Imagen de disco, unidad locales, archivos
locales. Entradas en formato raw/dd o EO1.

& NPS2009 - Autopsy31.0

File View Tools Window Help

= &)=]

® Close Case Add Data Source Generate Report A > - Keyword Lists Q Keyword Search

(. Directory Listing EJ B @

b A End el cinln 30 Results

=@ Data Sources
f—} :_.j nps-2009-domexusers.E01 @’ Add Data Source @ _

vol1 (Unallocated: 0-62) Steps Enter Data Source Information wizard (Step 1 of 3) Created Time £k [

wol2 (NTFS [ exFAT (0x07): & [2003-10-20 09:26:07 COT - 344 -

\ 1. Enter Data Source
----- vol3 (Unallocated: 83855300 Information K000-00-00 00:00:00 i]

[ LogicalFileSet1 (1)
2. Configure Ingest Modules
{0000-00-00 00:00:00 1]
Ej LogicalFileSet2 (1) 3. Add Data Source

®| Views

m

Select source type to add: | Image File - C005-10-20 09:26:07 COT 56
[mage File PO0E-10-20 09:30:07 COT - 56

fra

H
B

m

| Results Browse for an image file: .
" " [2005-10-25 11:40:03 COT - 256

_____ Devices Attached (5) V\RYDS\Images_DD\NPS-20(Logical Files Browse
O05-10-20 09:30:51 COT - 168

----- {# EXIF Metadata (14) ) .
..... I« Extension Mismatch Detected Please select the input timezone: | (GMT-5:00) America/Bogota - |

PO0E-10-26 11:58:32 COT 600
..... #: Raw Taol Output () PO0E-10-20 09;30:07 COT 56

..... & B
_____ r E.:;gz:;;i:n;n;z;m (faster results, although some data will not be searched) 222::12:22 Ezz:;: EZ: 2:60

----- \27 Web Cookies (318) ’

----- = Web Histary (2023)
----- @ web Search (10)
Keyword Hits

-4 Single Literal Keyword Search
. Single Regular Expression Sed
URLs (57926)

4 IP Addresses (3951)

. Phone Mumbers (119)
. Email Addresses (2043)
@ % Hashset Hits

- [ E-Mail Messages

[ Ignore orphan files in FAT file systems

Press Mext' to analyze the input data, extract volume and file system data, and populate a local database.

e e
#

[ l]‘: Interesting Items
(@] Tags -

o

* http://sourceforge.net/projects/libewf/
* http://www.sleuthkit.org/autopsy/features.php



REPORTAR

Infraestructura ampliable de reportes. Los tipos
principales son HTML, XLS y Archivo “Body”.

i NPS2009 - Autopsy 310

File View Teols Window Help

@ Close Case Add Data Source

=

=@ Data Sources
f—):& nps-2003-domexusers,E01
voll (Unallocated: 0-62)
SExtend (5)
s0rphanFiles (0)
SUnalloc (3)
Documents and Settings (%)
MSOCache (3)
Program Files (30)
RECYCLER (4)
System Volume Information {5)
WINDOWS {139)
----- vol3 (Unallocated: 83859300-83386079)
[ LogicalFieset1 (1)
[ LogicalFiesetz (1)
£-[7] LogicalFiieset3 (1)
i INBOX (108)

Results
B Eextractsd Cantent
----- Devices Attached (5)
----- 8 EXIF Metadata (14)
- 1= Extension Mismatch Detected (183)
----- #: Raw Tool Output (8)
- % Recent Documents (20)
Web Bookmarks (128)
Web Cookies (318)
- Web History (2023)
----- @ Web search (10)

P

Generate Report

Directory Listing

PN > ~ Keyword Lists

Gy Keyword Search

L= [&@ =]

EE

img_nps-2009-domexusers.E0 1/vol_vol2

%
Table | Thimhnail

@) Generate Report

Select and Configure Report Modules

30 Results

Lo e

2607 COT

Repaort Modules:

(@ Results - Excel

() Results - HTML

A report about results and tagged items in Excel (XL5) format.

2007 COT
PE:07 COT
749 COT

() Files - Text
() Google Earth/KML
(7) TSK Body File

This report will be configured on &he next screen.

o2 COT
749 COT
749 COT
11:15 COT
749 COT
(29,35 COT
M35 COT
[35:57 COT

Created Time

T R R T Ey]

2008-10-20 0%:26:07 COT
2008-10-20 09,2607 COT
2008-10-20 0% 26:07 COT
2008-10-20 16:37:49 COT
2008-10-20 09:29:40 COT
2008-10-20 16:37:49 COT
2008-10-20 16,3749 COT
2008-10-21 106:37 COT
2008-10-20 16:37:49 COT
2004-08-04 07,0000 COT
2004-08-04 07:00:00 COT
2008-10-20 0%:26:16 COT

Size

[peETn

791400
131072
i]

i]

211

i]

]

3E5

i]
475604
20048

G05306368

&

e

m

=

L

* www.sleuthkit.org/autopsy/features.php



REPORTAR (Bug)

Bug en el codigo para la generacion de reporte
en algunos tipos de artefactos. Solucion v 3.1.2

fify NPS2000 - Autopsy 310
File View Tools Window Help

=8 =N

@ Close Case 1 Add Data Source  |[l, Generate Report A & ~ Keyword Lists Qy Keyword Search
& Directory Listing Ak B @
.D E e ~ |fimg_nps-2009-domexusers.E0 1/val_vol2 30 Results
= ata Sources - —|—|
Fg — | Table i
2} nps-2009-domexusers.E01 dinmboz —
¢ woll (Unallocated: 0-62) Mame Modified Time Change Time Access Time Created Time Size E
b TR e T e e T T m
[0 extend (5) £Secure: 4503 F00E-10-20 09:26:07 COT 2008-10-20 09:26:07 COT  200&-10-20 09:26:07 COT  2008-10-20 09:26:07 COT 791400
-1l éorphanFiles (0) £lipCase F00E-10-20 09:26:07 COT F008-10-20 09:26:07 COT  2008-10-20 09:26:07 COT  2008-10-20 09:26:07 COT 131072
¥ SUnalloc (3) £Volume F00E-10-20 09:26:07 COT F008-10-20 09:26:07 COT  2008-10-20 09:26:07 COT  2008-10-20 09:26:07 COT 0
Bl D"c“me;ts ?“)d Settings (3) .| AUTOEXEC.BAT F00E-10-20 16:37:49 COT F008-10-20 16:37:49 COT  2008-10-20 16:37:48 COT  2008-10-20 16:37:49 COT 0O
[ | o M30OCache (3
&1} Program Fies (30) boot.ini F008-10-20 16:33:39 COT F008-10-20 16:38:02 COT  2008-10-30 11:48:42 COT  2008-10-20 09:25:40 COT 211
- " RECYCLER (4) = CONFIG.5YS F00E-10-20 16:37:49 COT F008-10-20 16:37:49 COT  2008-10-20 16:37:49 COT  2008-10-20 16:37:49 COT 0
E- |l System Volume Information {5) 10.5Y3 F008-10-20 16:37:49 COT F008-10-20 16:37:49 COT  2008-10-20 16:37:49 COT  2008-10-20 16:37:49 COT 0 A
Bt [ L WINDOWS (139) IPH.PH 2008-10-21 10:11:15 COT 2008-10-21 10:11:15COT  2008-10-21 10:11:15 COT  2008-10-21 10:06:37 COT 385
----- vol3 (Unallocated: 83859300-83886079)
) LogialFesett () MSDOS.5YS F00E-10-20 16:37:49 COT F008-10-20 16:37:49 COT  2008-10-20 16:37:48 COT  2008-10-20 16:37:49 COT 0
ogicalFileSe E
[ LogicalFikset2 (1) NTDETECT.COM 2004-08-04 07:00:00 COT 2008-10-20 09:31:05 COT  2008-10-20 09:29:35 COT  2004-08-04 07:00:00 COT 47564
2+ LogicalFilesets (1) ntldr 2008-10-20 19:44:35 COT 2008-10-20 19:44:35 COT  2008-10-20 19:44:35 COT  2004-08-04 07:00:00 COT 250048
INBOX (108) pagefie.sys 2008-10-30 02:35:57 COT 2008-10-30 02:35:57 COT  2008-10-30 02:35:57 COT  2008-10-20 09:26:16 COT 805306368 -

H- = Views
E—]---li: Results
(= E Extracted Content
- Devices Attached (&)
----- @ EXIF Metadata {14)
Extension Mismatch Detected (183)
Raw Tool Output (8)
Recent Documents (20)
Web Bookmarks {128)
Web Cookies (31&)
- & \Web History (2023)
----- &) Web Search (10)

q@_pﬁ @ N |

* www.sleuthkit.org/autopsy/features.php

{1

L

& Error generating report B
Error generating report: java.lang. IndexOutOfBoundsException: Index: 0
& Skipping artifact type TSK_EMAIL_MSG in reports ®
Unknown columns to report on
=F]



Reportes HTML y Excel estan completamente

REPORTAR (Cont.)

empaquetados y pueden ser compartidos.

“ file:///E:

Report Navigation

|
i

~

Case Summary
Devices Attached (6)
EXIF Metadata (14)

Keyword Hits (69045)

Y Recent Documents (20)

°

Tagged Files (5)
Tagged Results (0)
Thumbnails (1)

Web Bookmarks (128)
Web Cookies (318)
Web History (2023)

Web Search (10)

- m - Google

Autopsy Forensic Report

Case:

Case
Number:

Examiner:

Number of
Images:

NPS2009
003

Alonso
Caballero

4

Image Information:

nps-2009-domexusers.E01

Timezone:
Path:

LogicalFile Set1

LogicalFile Set2

LogicalFile Set3

* www.sleuthkit.org/autopsy/features.php

America/Bogota
Images_DDNPS-2009-domexusers\nps-2009-domexusers. E01

Al ¥ A W B

m



Sitio Web:

http://www.sleuthkit.org/autopsy/ @ © | A

N

Wiki:

' http://wiki.sleuthkit.org/index.php?title=A

Blog:

A

g http://www.basistech.com/digital-forensics

* Autopsy 3 en Espaiiol: http://www.reydes.com/d/?g=node/2


http://www.sleuthkit.org/autopsy/
http://wiki.sleuthkit.org/index.php?title=Autopsy
http://www.basistech.com/digital-forensics-blog/

MAS SOBRE Ml PERSONA Ay

&
L _ & 02¢
- Sitio Web: %”o@ ‘
http://www.reydes.com © o A
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